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1. ITACITIOPT ®OH/JIA OLIEHOYHbLIX CPE/ICTB

1.1. O6s1acTh IPUMEHEHHSA

douHp oreHouHbIXx cpeActB (POC) — HeoThemsieMas 4YacTb paboueii
MpOrpaMMbl JUCLIUIUIMHBI (MOAYy/si) 3aiiyra MHGOpMalMy M TNpeJHa3HaueH [jis
KOHTPOJII U OLEHKH 00pa30oBaTe/bHBIX AOCTYDKEHUM CTYJEeHTOB, OCBOWBIIIMX
TporpaMMy JUCLIUTUIUHBI (MOZYJIsA).

1.2. llesiu v 3aauu (pOHAQ OLIEHOUYHBIX CPe/ICTB

Llens ®OC — ycTaHOBUTH COOTBETCTBUE YPOBHS ITOATOTOBKHU 00YUarOI[eroCs
tpeboBanussm PI'OC BO OakamaBpwar / croenyandreT / Marucrparypa Iio
HarpaB/IeHUIO I0ITOTOBKU 44.03.01 Ilegarormuueckoe obpa3oBaHWe,
yTBEpKIEHHOTO TIpUKa3oM MuHucTepcTBa 00Opa3oBaHus M HaykKu Poccuiickoit
®depnepariuu oT 22 deppass 2018 r. Ne 121 (c U3MeHeHHUSIMU U IOTIOTHEHUSIMM).

1.3. Ilepeuenp KoMmeTeHLUH, (OPMHUPYeMBIX B MNpoIjecCe OCBOEHUA
OCHOBHOI1 00pa3oBaTe/IbHON MPOrpaMMbI
[Tpouiecc ocBoeHUs AUCLMIUIMHBI HaTrlpaB/ieH Ha (JOPMHPOBaHUE CJIeIyFOLUX

KOMHETGHL[I/II‘/JI N MHAWKATOPOB UX AOCTHXXEHUA:

Kop o ®1'O0C BO | NupukaTop JOCTHKEHHUS
YHUBepcasbHbIe

O6uenpodheccHoHabHbIE

OIIK-9.1. BribupaeT coBpeMeHHbIe
WH(OpPMAaIMOHHBIE TEXHOJIOTHU U
NIPOrPaMMHBIe CPe/ICTBA, B TOM UKCIIe
OTeueCTBEHHOTO TTPOU3BOACTBA, AJIs
peleHust 3a7ia4 mpodecCUoHaIbHON
JeATeIbHOCTU

OIIK-9.2. [leMOHCTpUPYET CIIOCOOHOCTh
WCII0/Tb30BaTh LIU(PPOBBIE PECYPCHI IS
peleHust 3a7a4 mpodecCUoHaIbHON
JeaTeIbHOCTH

OIIK-9.3.

ITpodeccroHanbHbIe

OIIK-9. CnocobeH MOHUMATh TIPUHLIUTIBI
paboThl COBpeMeHHbIX UH(POPMALMOHHBIX
TeXHOJIOTHI 1 UCII0J/Ib30BaTh UX [i/Is1 pelleHUs
3a/1au podeCcCUOHATBLHOM /lesITe/IbHOCTH

[IK-4.1. 3HaTh: MeTO/bI U TeXHOJIOTHIO
aHa/i3a U TIPOEKTHUPOBAHUS TPeOOBaHUM K
TIPOrpaMMHOMY 00ecIiedeHH0 TIPOLIeCCOB U
CUCTeM C 3a[JlaHHOW CTPYKTYpPOU U
(yHKLIMOHA/TbHBIMU CBOMCTBAMU

[TK-4.2. YMeTb: OCyI|eCTB/ISATh pa3paboTKy
TpeOOBaHHWM U TTPOEKTHPOBAHME
TEeXHUUECKUX 3a/JaHUl Ha pa3paboTKy
TIPOTPaMMHOT0 obecrieueHust MPorpaMMHO-
arirapaTHbIX KOMIUIEKCOB

ITK-4.3. BnajieTh: HaBbIKaMH pa3paboTKH

[TK-4. CriocobeH pa3pabaTbiBaTh TpeOOBaHUS
Y TPOEKTUPOBAaTh MPOrPaMMHOE
obecrieyeHre, a TaK)Xe MPOrPaMMHO-
arnrapaTHble KOMITIEKChI




TIPOTPAaMMHOTO 00ecTieueHust
TeXHOJIOTUYeCKUX TIPOLIECCOB  00yuarorei
OpraHu3alyu

1.4. Otansl (opMHupoBaHUA KOMIETEHIUN U Cpe/iCTBA OLleHUBAHMS

yPOBHs UX COpPMHPOBAaHHOCTH

Jransl (popmupoBaHusa KomnereHiuii | KommnereHiun KoHTp0/1bHO-01]eHOUHbIEe
cpe/icTBa / CTIOCO0 OIeHUBAHUS

Tema 1. OcHoBBI HH(OPMAaI[MOHHOU OI1K-9; ITK-4 BbinosiHeHMe nabopaTopHBIX

6e3omacHoCTH pabot

Tema 2. MeTo/ibl pe3epBHOTO OIIK-9; I1K-4 BeinosiHeHne nabopaTopHBIX

KOIUPOBAHUS JaHHBIX paGot

Tema 3. MeTtogs! ayTeHTHU(hDUKAL[UU U OIIK-9; T1IK-4 BeinosiHeHne nabopaTopHBIX

aBTOPH3ALUU pabor

Tema 4. AHanu3 U HaCTpoOlKa OIIK-9; T1K-4 BeinosiHeHue nabopaTopHBIX

6e3011aCHOCTH B OTepal[iOHHbIX pabot

cuctemax cemeiictea MS Windows

Tema 5. OCHOBBI KpUITTOTrpauueckoi OIIK-9; I1K-4 BeirnosiHeHne nabopaTopHBIX

3aIUThl UHGOPMAIU pabot

Tema 6. KomnbroTepHble BUPYChbl OIIK-9; IIK-4 BrimosHenue nabopaTOpHBIX
paboT

Tema 7. OcHoBbI ceTeBoii 6e3omacHoctu | OIIK-9; 11IK-4 BeinosnHenue nabopaTopHbIX
pabor

Tema 8. OCHOBBI 3axXBaTa U aHa/M3a OIIK-9; IIK-4 BeinosniHeHue nabopaToOpHBIX

Tpaduka pabot

Tema 9. IlepexBaT Tpaduka OIIK-9; TIK-4 Beinosnuenue nabopaToOpHBIX
pabor

Tema 10. AHanu3 ceTeBbIX aTak OIIK-9; TIK-4 BeinonHnenue nabopaToOpHBIX
pabor

Texyumas aTrecraius OIIK-9; TTK-4 KoHTponbHast paboTa

OIIK-9; I1IK-4 OK3aMeH (ITMCbMEeHHbIN), 3aUeT

ITpomexxyTouHasi aTTecTanus

1.5. Onucanue noka3saresen (popMupoBaHUA KOMIIeTeHIMH

Kojg KomnereHiyu

Pe3ynbTaThbl ChOPMHPOBAHHOCTH

OIIK-9. CriocobeH IToHUMAaThb
TIPUHITUTIBI paOOThI COBPEMEHHBIX
MHGOPMAILMOHHBIX TEXHOJIOTUN U
HCTIO/Ib30BaTh UX JIJIS peIlIeHUsT
3az1au mpodecCHoHaTbHOM
J1esITeTIbHOCTH

OIIK-9.1. Boibupaer coBpeMeHHble HH(OPMAIMOHHbIE
TEXHOJIOTUM U TIpOrpaMMHble Cpe/iCTBa, B TOM UHUC/Ie
OTe4yeCTBEHHOT'O TMPOM3BO/CTBA, /AJIs1 pelleHHs 3afay

ripoeccroHaNIbHOM JlesiTeIbHOCTH
OITK-9.2. [IeMOHCTpUpPYeT CHOCOOHOCTH MCITO/b30BaTh
1udpoBbie pecypchbl ISt peliieHust 3ajau
rpogeccroHa/IbHOM JlesTe/TbHOCTU




OIIK-9.3.

ITK-4. CniocobeH pa3pabaTeiBaTh
TpeOOBaHMs 1 TIPOEKTUPOBATh
nporpaMmMHoe obecrieueHue, a
TaK>Ke MPOrpaMMHO-arrapaTHbIe
KOMIT/IEKCBI

[IK-4.1. 3HaeT: MeTOAbl U TEXHOJIOTUID aHaiu3a |
MPOEKTUpPOBaHUsI  TpeboBaHMM K  TIPOrPAMMHOMY
obecrieueHWI0 TPOLIECCOB M CHUCTEM C 3aJaHHOU
CTPYKTYpo M (YHKUHMOHAIbHBIMM  CBOMCTBaMU
[TK-4.2. YMeeT: OCyIIeCTB/IATh pa3paboOTKy TpeOoBaHUI
Y TIPOEKTHPOBaHUe TeXHWYeCKUX 3a/laHui Ha pa3paboTkKy
MIPOrPaMMHOTO 00ecreveHus] MPOrpaMMHO-armapaTHbIX
KOMIIJIEKCOB

ITK-4.3. BnageeT: HaBbIKaMH pa3pabOTKU MTPOrPaMMHOTO
obecrieueHHst TEXHOJIOTUUECKHX TTPOLIECCOB  00yuUaroIiei
OpraHu3aliu

1.6. Kputepuu oneHMBaHUSA KOMIIETEHHMH Ha Ppa3HbIX 3Tamax MX

¢opmupoBanus

Buj yue0Ho# padoThI

| KosinuecTBo 0a/1/10B

7 cemMecTp
o0 0-3®0 3P0
OdopmeHre 0TUETOB M0 Tab0paTOPHBLIM 30 6anoB
paboTam
PaboTa Ha JlabopaTOPHBIX 3aHSTUSIX 30 6annoB
BbInoiTHeHWe TeCTOBbIX 3a/laHui -
BbrIro/siHeHWe 3a/laHMM CaMOCTOSITe/TbHOM 10 6annoB
paboTHI
9K3aMeHa 1 3aueTa 30 6asioB
Ntoro 3a cemectp: 100 6asuioB
Bcero 100 6asoB
Hakonure/nnbHas cucTeMa orjeHuBaHusa 1o 100-0a/1/16HOM mIKaze
Yernipexodaii- 100- BbykBeHHas 1mkasna, coorBercTByromas 100- Cucrema
JIbHasi CHCTeMa (0a/lIbHast 0a/I/IbHOM IIKaJjIe OLleHMBAHHS
OLIeHUBaHUSA Kasa 3ayerTa
JK3aMeHa
OTrM4yHO 90-100 A — OT/IMYHO — TeOPEeTHUYECKOe COoJlepKaHre Kypca
OCBOEHO TMOJTHOCTBIO0, 6e3 Mpo06esyioB; He0OX0AUMbIe
MpaKTHYeCKre HaBbIKA PabOThI C OCBOEHHBIM
MaTepuanoM c(hOpMUPOBaHbI; BCe
MpelyCMOTPeHHbIe TIPOrPaMMOM 00yueHust
yueOHbIe 3a/JaHUs BBITTOJTHEHBI, KAUECTBO MX
BBLITIOJTHEHHS OL[eHEeHO UMC/IOM 6arioB, 6/TM3KUM K
MaKCUMaTbHOMY
Xopotio 83-89 B - oueHb XOpOIIO — TEOPETUUECKOE COZIEP)KaHUe

KypCa OCBOEHO T0JIHOCThIO, 6e3 Tipoberos;
Heo0X0JuMbIe TIPAKTHUeCKHe HaBBIKH PabOTHI C
OCBOEHHBIM MaTepPHUasioM B OCHOBHOM
chopMHUpPOBaHbI; BCe TIPeIyCMOTPEHHbIE
MporpamMMoii 00yueHus: yueOHbIe 3aaHust
BBITIO/THEHBI, KAUECTBO BBITIOJTHEHUS OO/BIIMHCTBA
13 HUX OLIEHEHO YHC/IOM 0asiioB, O/IM3KUM

K MaKCHMaJIbHOMY 3auTeHo

Xopo1io 75-82 C — X0Opo1110 — TeoOpeTUYeCcKoe CoJiepKaHre Kypca




OCBOEHO TMOTHOCThI0; HEKOTOPbIe TIPAKTUUeCKHe
HaBBIKU PabOTBI C 0CBOEHHBIM MaTepHaioM
chopMHpOBaHbI HEJJOCTAaTOUHO; BCe
TIpelyCMOTPeHHbIe TIPOrPaMMOi 00yueHust
yueOHbIe 3a/JaHUsI BLIMIOTHEHBI, KAUeCTBO
BBITIOJTHEHUSI HU O/IHOTO M3 HUX He OLIEHEeHO
MUHHMa/IbHBIM UHC/IOM 0a/l/IoB, HEKOTOPbIE BU/IBI
3a/laHMH BBITIOJIHEHBI C OLIMOKaMU

Y noBneTBO-
pUTENbHO

63-74

D — yzi0B/1€TBOPUTETEHO — TEOPETUUECKOe
COZiep>KaHue TUCLIMTUIMHBI OCBOEHO YaCTHYHO, HO
ripobesibl He HOCSIT CYIIIeCTBEHHOTO XapaKTepa;
HeoOX0o/[UMbIe TTPAKTHUeCKUe HaBbIKK PabOThI

C OCBOEHHBIM MaTe€pPHaioM B OCHOBHOM
copMHUPOBaHbI; OOTBIIIUHCTBO
TIPelyCMOTPEHHBIX MIPOTrPaMMOi 00yUeHHUsT
yueOHBIX 3alaHUM BBITIOJTHEHO, HEKOTOPBIE

13 BBIITOJIHEHHBIX 3aJJaHUH, COZIEP>KAT OIMIMOKH

Y nosneTBo-
pUTEIbHO

50-62

E — nocpeicTBEHHO — TeOpeTUYeCcKoe
coziep>KaHMe Kypca OCBO€HO YaCTUYHO;
HEKOTOpbIe MPaKTUYeCKHe HaBbIKK paboThI

He c()OpMUPOBaHbI, MHOTHE TTPeyCMOTPEHHbIe
MporpamMMoii 00yueHusi yueOHbIe 3a/IaHUS

He BBINOJTHEHBI JTM0O0 KaueCTBO BBITTOTHEHUST
HEKOTOPBIX U3 HUX OLIEHeHO YKC/IOM 0a’lioB,
O/TM3KMM K MUHUMAaJIbHOMY

Heynossetso-
pUTEIBHO

2149

FX — Hey/j0B/1eTBOPUTEJILHO — TeOPeTUYeCKoe
coJiep>kaHre Kypca 0CBO@HO YaCTUUHO;
HeoOXO/IMbIe TIPAaKTHYeCKHe HaBBbIKK PabOThI
He chopMUPOBaHkI; OOJIBIITMHCTBO
Mpe/lyCMOTPEeHHBIX MTPOrpaMMoii 00yueHust
yueOHBIX 3alaHUI He BBIMOJTHEHO MO0 KauecTBO
VX BBITIOJTHEHUS OLIEHEHO YMC/IOM 0asiioB,
O/TM3KMM K MUHUMA/IbHOMY; TIPU
JIOTIOJTHUTETBHON CaMOCTOSITe/TbHOM paboTe Haf
MaTepHa/ioM Kypca BO3MOXXHO TTOBBILIIEHHe
KayeCTBa BBITIOJTHEeHUs! yueOHBIX 3a/laHuUi

Heyposnetso-
PUTEBHO

0-20

F — Hey/10BNeTBOPUTEILHO — TEOPeTHUECKOe
cofiep’kaHue Kypca He 0CBOeHO; HeoOXorMbIe
MpaKTUYecKre HaBbIKA PabOThI

He c()OpMHPOBaHBI; BCE BHITIOJIHEHHbIE YUeOHbIe
3a/laHus1 cofiepxKat rpyObie OIMOKHY,
JIOTIOJTHHTE/TbHAsI CAMOCTOsITe/TbHAsE paboTa Haf
MaTepHa/ioM Kypca He TIpUBeJieT K KaKoMY-T100
3HAUMMOMY TIOBBIIIEHHUIO KayeCTBa BBITTOTHEHUS
yueOHBIX 3alaHUN

He 3auteHo

2.1. OrieHouHBbIe CPeJCTBA TEeKYIero KOHTPOJis (TUMOBBIE)

2. KOHTPOJIbHO-OLHEHOYHBIE CPEACTBA

Borpocs! /151 TeKylilero KOHTpoJis:

1. HazoBwure 6a30BbIe TTOHATHS MHGOOPMAIIMOHHONW O€30MMacHOCTH.




N

OmnpesiesuTe OCHOBHbIE BU/IbI YTPO3 UH(POPMALMOHHBIM peCcypCaM.

[Tosicuure cyth Mmetogonorun STRIDE?

Kakue u3 yrpo3 no metogosnoruu STRIDE mpezcTaB/sitoT HaubObIITYIO

OIacHOCTh?

[TosicHuTe MeTOAMKY OLleHKU puckoB DREAD?

[TosicHUTe TePMUH 3KCILJIOUT?

B uem otiinuusg mexay metogukamu DREAD u OCTAVE?

[TosicHuTe CyTb TepMHHA KOH(HAEHLIMA/TIbHOCTb, MPUBEAUTE MPHUMEpLI

KOH(UAeHI[MaTbHON HH(pOpMaLUH.

9. BbumM romyyeHsbl iBe OLleHKHA 6€30MacHOCTH UH(POPMAIIMOHHOW CUCTeMBI:
repBasi -- Ha OCHOBaHWM OMNpOCa OYeHb OOJBIIOr0 YMCIa OOBIYHBIX
MoJIb30BaTesied, BTOpas -- HA OCHOBAaHWM MHEHUsS Y3KOro Kpyra
9KCTepToB. Kakast 3 OI[eHOK Ha Balll B3rJisA/] 60o/iee TOUHasl.

10.IIpuBeguTe Tip¥Mepbl CAHKL[MOHUPOBAHHOI'O M HECAaHKLIMOHUPOBAHHOI'O
JocTyna.

11.Mo)XHO /M cCudTaTh YCTaHOBKY aHThBHpyca Ha [IK komruiekcHoOU
3awuron UC?

12.Kakasi u3 MeTO/0/I0TMI aHann3a MH(OPMAaLMOHHBIX YTPO3 Ha Balll B3IJIsA[
6onee 3pdekTrBHA?

13.Ha3zoBuTe MeTO/bI CKaTHs JAHHbIX KOTOPbIE Bbl 3HaeTe.

14.0mnuiiMTe 0OCHOBHYIO uzieto ajaroputMma Xad@mana.

15.00bsicCHUTE pa3HUIY MEXKAY C’KaTHEM W apXHBaLlMe.

16.Kakum o6pa3oM HCMOIb30BaHHE apXWBOB CBSI3aHO C 0e30IMaCHOCTBHIO
nHbopmauu?

17.B Kakux ciydasix lieecoobpa3Ho, a B KOTODPBIX HellesiecoobpasHo
WCMO0J/Ib30BaHHe aPXUBOB?

18.Moryt apxuBbl (Qopmara ZIP cozgepXaTe HH(OpMaLUO JIA
BOCCTAHOBJIEHUS?

19.TTokakuTe, KakMM 00pa30M MO>KHO 3a0/I0KMpPOBAaTh apXWB, UTO O3HAUAeT
JlaHHast QyHKLUS?

20.0OmuinidtTe  0OIIyI0 TMOC/Ae[0BAaTe/IbHOCTb — JeWCTBUM  [II  3allUThI
MH(pOpMaLKM NPy CO3/JaHWHY apX1Ba.

21.HasoBute ocHOBHbIe TexHoIoruu RAID.

22.Ha3o0BuTe 0CHOBHBIE METO/IbI AyO/IMPOBaHUs HH(OPMAIUH.

23.0nuimTe TIpeMMy1ecTBa U HeJOCTaTKU pa3/inuHbiX ypoBHerd RAID.

24.Kak Ha3blBaeTCsi B COOTBETCTBUM C TIPOLIeAypOM AyO/IMpOBaHUS
pa3/iMuardT MeTOZ, KOTOPBbIM MpeArno/jaraeTt co3manve [nybseit
oripe/ie/ieHHbIX (aiisioB?

25.Yposenbs RAID B KOTOPOM Tpe/rio/iaraeTcsi ioouepeHoe UCI0/Ib30BaHue
1[e/IOCTHOCTH ¥ IOCTYITHOCTA MH(MOPMAIIUX TTPU CTUXUMHBIX OeJCTBUSIX U
KPYITHBIX aBapysX Ha3bIBaeTCH...

26.B ueM 0co0e€HHOCTH JJUCKPEITMOHHOM TIOJTMTUKH 0e30macHOCTH? B Kakux
C/lyyasix ee MCI0Jib30BaHUe Hellesiecoobpa3Ho?

27.0nuimTe TpeuMylliecTBa W HeJOCTaTKU MaHAATHOW  TOJUTHUKU
6e30MacHOCTH.

28.B Kakux ciayuasix pUMeHsieTCs MTacCMBHas ayTeHTUhUKaLys?

W

©N U,



29.Ha3oBuTe ABa OCHOBHBIX IIO/IXO/la TPU CO3JaHUM Habopa mMpaB H
TIPUBWJIET MU TT0/Tb30BaTeJIeNn.

30.KTo yripaB/isieT pa3pelleHUsIMY Ha JOCTYII K pa3jesiaM peecTpa v rnouemy”?

31.Kakue u3 00beKTOB MOTYT Hac/ie/[OBaTh pa3pelieHus Ha JOCTYIT K HUM U
OT KOro?

32./lns dero mnpeJHa3HaueHbl TapaMeTpbl CO3/laBaeMOM YUeTHOW 3aruvcu
T10/1b30BaTesis?

33.B ueMm pa3Hulila MeXXy OTK/IFOUeHUeM U O/TIOKMPOBKOW YUeTHOM 3arMcH?

34.B ueMm 11e/1ec000pa3HOCTh pa30MeHWsT MHOXKeCTBa I10/b30BaTesiell Ha
IPYIIIbI?

35.Kak Ha3HauaroTCsA MpaBa I0/1b30BaTe/isiM W TPyIaM B 3aljvll[eHHbIX
BepCUsiX orepaluoHHOU cructeMbl Windows?

36.Kakue TpeGoBaHUS MO CJIO)KHOCTH MOTYT TIPeAbSB/IATHCSA K TIApOJIsIM B
oriepaljoHHOU cucteMe Windows?

37.Uto Takoe KpunTorpadusi U KakOBbl ee OCHOBHbIE LIeJIi B KOHTEKCTe
3alUThI UHPOpMaLUKU?

38.Kakue OCHOBHble MeTO/bl KpHUITOrpadyyd CYIL[eCTBYOT U KaK OHU
K/IaCCU(ULIUPYIOTCS?

39.Yto mpepncraBnisier coboii wMdpoBaHWe U KakKuve BUAbI IIM(PPOBaHUS
CyLL[eCTBYIOT?

40.Kakum o6pa3oM paboTaeT cUMMeTpUuHOe InMdbpoBaHUe, W KaKue
MpUMepHI aITOPUTMOB HCIO/B3YOTCS B 3TOM TUIIe LIW(POBaHKUs?

41.YT0 Takoe aCUMMeTpPHUYHOe 1IM(POBaHKE 1 B UeM 3aK/IH0UYaeTCsl TIPUHLUIT
VICII0/Tb30BaHUS OTKPBITOTO Y 3aKPBITOTO KJTHOUen?

42 .Kakue 0CHOBHBIE TIPUHLIUITBEI pab0ThI KpUTITOrPaPUUeCKUX Xel-QyHKIAMA
Y B UeM UX [IpUMeHeHre?

43.Yto mpeAcTaBisOT coO0i 1[MbpoBbie TIOAITHMCH U KaK OHU 00eCTieurBaroT
ayTeHTU(UKALIUIO U 1[eJIOCTHOCTh JAHHBIX?

44.Kak paboraeT mporokos obmeHa kmouamu Diffie-Hellman, u kak oH
obecrieuriBaeT 6e30TacHbIN 0OMeH K/TFoUaMu [i7Isl IIM(POBaHUS?

45.Yto Takoe araka rmnocepeAuHe (man-in-the-middle) u kakue MmeTo[bI
MIPUMEHSTIOTCS [I/1s1 ee MpeJoTBPallleHyst B KpUntorpaguu?

46.Kakvie TIPUHIIUITBI Jie)KaT B OCHOBe aTaKW Ha IIM(p C UCMO0/Ib30BaHUEM
no/ibopa K/roua ¥ Kak 3TOMY MOKHO TTPOTHBOCTOSITE?

47.9T0 TaKkoe CTOMKOCTb KPUNTOCUCTEMBI Y MOYEMY 3TO Ba’KHbIM aCMeKT B
obecrieueHrr KpUnTorpaduyueckou 6e30macHOCTH?

48.Kakum o00pa3oM peanm3yeTcsl 3allldTa OT aTakh IO BpemeHM (timing
attack) B kpunrorpadguu?

49.Kakuve Cyl|eCTBYHOT MeTO/bl KPUIITOrpa(uuecKoro ayTeHTU(UKALUU U
KaK OHHU MPUMEHSIIOTCS B CUCTeMaxX 0e301MacHOCTH?

50.9Yto Takoe Kpunrorpauueckas CO/Jb U KaK OHA MOBBIIAET CTOWKOCTb
XeIWPOBaHUs MapoJiei?

51.KakuM oOpa3om kpuntorpadusi HCIOAb3yeTcss i obecrieueHus
KOH(W/IeHLIMaTbHOCTU JJaHHBbIX B CETU?

52.Uto Takoe OWOMeTpHUECKWe MeTOAbl ayTeHTH(MUKAI[MH W KaK OHH
COUeTarTCs C KpUnrorpaduei?



53.Kak  mmdpoBaHve KoHeuHbix ToueK (end-to-end encryption)
obecrieuriBaeT KOH(MUEHI[MATILHOCTh AAHHBIX B KOMMYHMKAI[MOHHBIX
TIPUJIO’KEHUSIX ?

54.Kakum o6pa3oM paboTaeT KBaHTOBast KpUNITOrpadusi U B UeM 3aK/TFOUAeTCS
ee CTOMKOCTb K aTakaM KBaHTOBBIX KOMITbIOTEPOB?

55.9Y10 Takoe Kpunrorpaduueckue MpOTOKO/bI U KaK OHU MPHUMEHSIFOTCS B
obecrnieueHr 6e30MacHON KOMMYHUKAL[UK?

56.Kakuie BbI30BbI BOHUKAIOT MPH MUCTI0/Ib30BaHUM KpUITTOrpaduu B 06/1acTu
nHTepHeTa Beitlei (IoT)?

57.Kakum obpa3zom kpunrorpadus UCIO/Ib3yeTCsl B CUCTeMaX 3JIeKTPOHHOM
TIO/ITTUCH [1/1s1 0OecTieueHus OBepUs K 3/IeKTPOHHBIM JJOKyMeHTaM?

58.Kak riporicxoguT obecrieueHre 6€30MaCHOCTH B O/IOKUEHH-TeXHOIOTUSIX C
MCIT0/Ib30BaHMeM Kpurrorpaduu?

59.Kakue meTo/ibl KpUNTOrpauu MpUMEeHSIFOTCS [I/1s1 3aluThl MHMOpMaIuu
Ha YpOBHe (par/ioB U JUCKOB?

60.Uto Takoe Kpunrorpauueckre arakd C WCIO0JJb30BaHUEM KaHajoB
obpartHo¥ cTopoHbI (side-channel attacks) ¥ Kak UM TIPOTHBOCTOSI T ?

61.Kakum o6pa3om obecrieuriBaeTcsi 6e30MacHOCTb KpUMOTOTrpadruuecKux
KJIOUel ¥ UX XpaHeHue?

62.Kakue cTaHapThl U aJrOPUTMbI IA(PPOBaHUS ILIMPOKO MPHUMEHSIIOTCS B
COBpeMeHHOM KpunTtorpahum?

63.Uto npecTaBssioT coboii Kpunrorpadbuyeckye mpoTokonbl TLS u SSL, n
Kak OHU 00ecrieurBalOT 6€30MacHOCTh B UHTEpHeTe?

64.Kakum 00pa3oM TexHOJIOTHs KBAHTOBOTO Kmwoua (quantum key
distribution) obecreunBaeT 6e3omnacHbiii 06MeH KIF0UaMH?

65.YTo Takoe Kpunrorpadruyeckuii NpUHLMIT HY/1IeBOTO J0Bepusi (zero-trust)
M KaK OH TMIPUMEeHsIeTCSl B COBPeMeHHBIX CHCTeMax 0e30macHOCTH?

66.Uto mipefcTaB/isitoT  COO0M  KOMITbIOTEDHbIe BHUPYChl W KaK OHHU
pa3MYaroTCs OT APYruX (POPM BpeJOHOCHBIX ITPOrpamm?

67.Kakum 00pa3oM KOMIMbIHOTEpHblE BUPYChl PaCIPOCTPAHSIOTCS U Kakue
MeTO/bI 3al[UThl MOTYT TIpeJIOTBPaTUTh UX TMepeaady?

68.UT0 Takoe TPOSHCKHe TPOrpamMMbl ¥ KaKue OCHOBHBIE L|eJId OHU MOTYT
rpec/jieJOBaTh B KOHTEKCTe KOMIbIOTEPHBIX BUPYCOB?

69.Kakue Bubl MOBPEXAEHUN MOTYT BbI3bIBaTh KOMIbIOTEDHbIE BUPYChHI U
KaK OHU MOT'YT BO3/IeMiCTBOBATh Ha pab0Ty KOMIIbIOTEPHOM CUCTEMBI?

70.Yto mpexcTtaBssitoT coboii uepBH (WOrms) M B uUeM 3aK/IFOUaeTCsl MX
OCHOBHOE OT/INUMe OT OOBIYHBIX BUPYCOB?

2.2, OreHouHBbIe CPeJCTBA /i MPOME)XXYTOUHOU aTTeCcTalyu

Boripocs! /151 poBeieHus aTTecTaliu

1. Kakue ocHoBHble GyHKIMU OpaHgmayspa? CrocoObl BK/IIOUEHUS U
BBLIK/TIFOUeHHs1 OpaHMayapa.

2. Kak 3anyctuth OpaHAMaysp B pekume TOBBIIIEHHON 0e30MacHOCTU C
TOMOII[bI0 KOMaH/JHOM CTPOKH?

3. Kak co3pate HOBOe TIIpaBW/IO [JI WCXOJSALIMX WIA BXOJSALUX
MOIK/TFOUeHU I ?

4. Kak OTKpbITh WIH 3aKPBITh MOPT C MIOMOIIBI0 OpaHMay3pa?



18.

19.

20.
21.
22.
23.
24.
25.
26.
27.
28.
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30.
31.

32.
33.
34.
35.
36.
37.

38.

39.

Kak pa3pemmrb Mpon3BOJILHOM MPOrpaMMe IOCTYTI K CETH C TIOMOIIIBIO
bpanamayspa?

Kakoii 13 crtaHjapTHBIX npodusiei fo/mkeH ObITh Harbosiee 3aluIleH?
Kak ObICTPO OTKPBITh MaHe b YTIIPaBIeHUS?

Kak ObICTpO 3amycTUTh OpaHAMay3p B peXUMe IOBBIIIEHHOM
6e3omacHocTU?

. Uto fenaeT koMaHza services.msc?

. Kak 3anyctuth yTunuty cmd B pe)kxrMe aJIMUHUCTpaTOpa?

. Kak OTKpBITh OKHO JIOKa/IbHBIX TIOJUTUK 6e301acHOCTH?

. 3aueM TIpOBePSITb CUCTeMHbIe (hali/IbI?

. Kakrm 06pa3oM MO’KHO TPOBepUTh LU(PPOBYIO MOATHUCH (PaiiyioB?

. Kak oTkpbITh peectp Windows?

. [IpuBeiviTe OCHOBHBIE KOMaH/Ibl 000/10uku cmd.

. Kakue wu3 ytumur cuctembl Windows Henocpe[CTBEHHO CBSI3aHbl C

6e3omacHoOCTHIO MHMOPMALUN?

Ha30BUTe OCHaCTKH, UCIOAb3yeMble [Jjis HACTPOWKH I1apaMeTpOB
6e301acHOCTH.

Ha30BHUTE OCHOBHBIE CITOCOOBI  3allycka JIOKAAbHBIX  TIOJHUTHK
6e30MacHOCTH.

Ha3zoBuTe 1 00BACHUT YPOBHE I'PYIITIOBBIX MMOJUTHK.

Ha3zoBuTe MopsiioK TTpPUMeHeHHs TPYTIOBbIX MOJIUTHK.

Kak 3armyCTuTh KOHCOJIb yIIpaB/eHUs?

Kak 106aBUTh HOBYIO OCHACTKY B KOHCOJIb YTIPaB/IeHUS ?

OOBsICHHTE OCHOBHBIE TIOJIUTHUKH TIapOJIeH.

OOBsACHHTE TepMUH TPYITIOBAst TIOJUTHKA.

Kakue BU/IbI TPYTITIOBBIX U JIOKA/IbHBIX TIOJTUTUK BbI 3HaeTe?

Ha3zoBuTe Tpu criocoba 3armycka peZlakTopa IPYITIOBBIX TIOJTUTHK.
OOmBsIcHHTE TTapaMeTphI y3/1a ITapaMeTpbl 6€301TaCHOCTH.

I uvero TipefHa3HaueHbl TIOIMTUKA ayAWTa, KaK HACTPOUTh 3TU
TTIOJIUTUKU?

Kakwue coObITHSI BO3MOKHO (DMKCHPOBATh C TTOMOII[bIO TIOJTUTHK ayJuTa?
KakuMm o6pa3om ayauT MO>KeT ObITh MCIIO/Ib30BaH [Jisi TIOBBILLIEHUS
6e30MacHOCTH CUCTEMBI?

OOBsicHMTe Ha3HAUeHHe OCHOBHBIX TIOJUTHUK ayJuTa.

[MaiiTe omnpeiesieHre TIOHATHSA 111ab/10Ha 6e30TTaCHOCTH.

Kakue riperMyIiiecTBa JjaeT UCI0/Ib30BaHUe 111a0/10HOB HGe301acHOCTH?
Kakne u3 cnykb 10 BalieMy MHEHHWIO C/ielyeT BBIKTIOUUTL [I/Is
TIOBBIITIIeHHs 6€30TTacHOCTH?

Kakue WHCTpYMEHTBI OTepaljioOHHOM CUCTEMBI CieiyeT OJI0KMpOBaTh /st
00OBIUHOTO TTO/Tb30BaTe/Is?

Kakve TIIOUTHKM MOXXHO HacTpaMBaTh C TIOMOIIbIO  I11a6/I0HOB
6e3omacHocTH?

Kak BBl cuuTaeTe, Kakue IlapaMeTpbl CJeflyeT yCTaHaBIWBaThb U
IpyNroBble  TIOJIMTUKKA  HAcTpauBaTb TIpU  CO37@aHUM  I1abjoHa
6e30MacHOCTH.

Kakoe OCHOBHOe Ha3HaueHHWe OCHAcCTKM AHanu3 0e30macHOCTH
KOMIIbIOTepa?
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55.
56.
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68.

B03MO>KHO JI1 OTKPBITh OCHAaCTKy AHanmm3 6e301acHOCTH

KOMITbIOTEpPA C TIOMOIIbIO TIaHe/TH YTIPaBIeHUs?

Kakum o0Opa3oM foGaBnstoTcsi 11ab/0HBI 6€30TMacHOCTH K OCHACTKe
Anamu3 6e301acHOCTH KOMITbIOTEpA?

3MeHsI0TCS HaCTPOHKH KOMITbIOTepa MPH MPOBeIeHNH aHa/In3a?
OOBsACHHTE, UTO 03HAYAIOT OTMETKH Y Ha3BaHWM TTOJIUTHK TT0C/Ie
TIPOBe/IeHUS aHa/TH3a.

OO6BsicHMTEe KOMaH/Ibl KOHTeKCTHOTO MeHIO y3/1a AHa/lu3 U

HacTpoiika 6e30MacHOCTH.

Mo>KHO /T MeHSITh 111a0/10H 6e30MacHOCTH HeroCcpeCTBEHHO B OCHACTKe
Ananmu3 6e30macHOCTH KOMITbIOTEpa?

Kakast otmeTKa OyzieT 1oKa3aHa y Ha3BaHUS ITOJIUTHUKY T10C/Ie aHa/In3a T10
mab0Hy 0e30MacHOCTH, ec/id JaHHas TI0JIMTHKA He CYIecTByeT Ha
KOMITbIOTEpe?

Kakoe ocHOBHOe Ha3HaueHue cpezfictBa AppLocker?

Kakue 3aziaun MO>KHO pemiaTh € omoiiso AppLocker?

Kakue cimy>kObl [JO/DKHBI paboTaTh [JiI TOTO, YTOOBI HCIOJ/Ib30BaTh
npaBwia AppLocker?

OOBsACHMTE, KaKHe [IaTv HY>KHO C/Ie/1aTh /I CO3/IaHKsI HOBOT'O TIpaBU/ia B
AppLocker.

Kakue cpeicTBa OrMepaljuOHHOM  CUCTeMbl HCIIOJIB3YIOTCA /ISt
OJIOKMPOBKU CMEHHBIX HOCUTeJIei?

Kak y3Hats ID ycrporictBa?

O06bscHuTte, uro Takoe VID u PID?

Kakue TO/IMTUKA TIPUMEHSTIOTCS [i7Isi OJIOKMpOBaHUSI YCTPOWCTB, B UueM
MeXJy HUMU pa3HuLa’?

OOBsACHHTE TEPMUHBI O€JIbIN CITMCOK ¥ YePHBIN CTIMCOK YCTPOMCTB.

Yro mipefcTaBsieT coO0 ceTeBasi 6€30M1aCHOCTh U TIOUEMY OHa BayKHa J1/1si
WHGOPMAI[OHHBIX CHCTEM?

Kakuvie OCHOBHBIE TPUHIUIIBI KOH(MU/EHI[MATLHOCTH, I[eJIOCTHOCTA U
JOCTYITHOCTH JIaHHBIX KaCcaloTCsI CeTeBOM Oe30MacHOCTH?

Yrto Takoe ayTeHTU(UKAIMs B ceTeBOUW 0e30MacHOCTH U Kakue MeTO/bl
MOTYT OBITb HCII0/Ib30BaHbl [IjIsi TIOATBEPKAEHUsS JIeTUTUMHOCTH
T10Jib30BaTeis ?

Kakum oOpa3om 1mmdpoBaHrde [JaHHBIX BAuWsgeT Ha obecrieueHue
KOH(UIeHIINATFHOCTH B CeTeBOM 0e30MacHOCTH?

Kakue BUBI yrpo3 MOTYT OBITH Mpe/iCTaB/ieHbl B CETEBOM cpefie, U KaK
K/TaCCUDHUIUPYIOTCS 3TU YTPO3BI?

Yro Takoe araku IepexBara (sniffing) m kKak oHU MOryT OBITh
TipeJIOTBPAll[eHbl B paMKaXx ceTeBoi 6e30macHOCTU?

Kakue MeTo/ibl UCTI0/Ib3YIOTCS /ISt 00ecrieueHust 1[e/IOCTHOCTH IaHHbBIX B
repejiaue yepes CeThb?

.Uto mpexcraBiser coboii (uibTpaius maketoB (packet filtering) B

ceTeBOM 6e30MacHOCTH 1 Kak OHa paboTraeT?
Kakum obpa3om aTtaku Tura "oTka3 B obciyxkuBanuu" (DoS) moryt
yrpoykaTh CceTeBOM 6e301acHOCTH, U KaK TIPe/JOTBPAaTUTh TaKHe aTaKu?



69. Uto Takoe BHUpTyanbHasi uacTtHas ceTb (VPN) ¥ Kak OHa MoXeT
obecrieunTh Ge30macHoe Coe/JMHEHHe uepe3 OTKPBITYIO CeTh, TaKyH Kak
WHuTtepHet?

70. Kak paboTaet 6paHaMay3p B KOHTEKCTe ceTeBOW 0e30TMacHOCTH U KaKue
(OYHKIIMU OH BBITIOJ/IHSET?

71.Yto npeactaBastoT cobout araku "dwummHra" (phishing) u  kak
T0JIb30BaTe/IM MOTYT M30eraThb MoA/jaBaThCsl Ha TaKWe aTakKd B CeTeBOM
be3omacHocTH?

72. Kakne MeTozAbl ayTeHTU(UKAIMA MOTYT OBbITh HCIIOMb30BaHbI [/t
obecrieueHust 6e30MacHOCTY B 0eCITPOBOIHBIX CETSX?

73. Uto Takoe MHOro(akTopHasi ayTeHTU(UKaL[Msl U TIOUeMy OHa SIBJISIeTCs
Ba)KHBIM 3JIEMEHTOM CeTeBO# 6e3oracHoCTH?

74. Kak ceTeBble YCTPOMCTBA, TaKWe KaK MapLIPYyTU3aTOPbl U KOMMYTAaTOPBbI,
MOTYT OBITb CKOH(MHUTYPUPOBAHBI JJIs TIOBBIIIIEHUS 6e301acHOCTH CEeTHU?

75. UTo Takoe BeO-TIpUIO’KEHHUSI U KaKve YIPO3bl OHU MOTYT MPEeZCTaB/ISATh
[Jis1 CeTeBO 6e30MacHOCTH?

76. Kakie Mepbl MOTYT OBbITh TPEeANPHUHATBI /I 3alUThI OT aTak
MeXKceTeBbIX MPoToKoI0B (MITM) B ceTeBoM He301acHOCTH?

77. Yto npeacTaBsieT coboii ayTeHTHUhUKAIMSA TT0 cepTUdHKaTaM U Kak OHa
TIPUMeHsIeTCsI B ceTeBOU 6e30macHOCTH?

78. Kakum o6pa3om ceteBasi 6e30MacHOCTb CBsi3aHa C yrpaB/IeHWeM TpaBaMU
J0CTyTIa U KaKue POJid MOTYT ObITh Ha3HAaUeHbl TI0/Tb30BaTEISIM?

79. UTo Takoe ceTeBble YS3BUMOCTH U KaKUe METO/bl UCIIOJIb3YIOTCA JI UX
oOHapy>keHUsI U yCTpaHeHUs B ceTeBOM He3ormacHOCTH?

80. Kakvie ponu MOTYT BBITIOJIHATE MOOW/IbHBIE YCTPOMCTBA B acrieKkTe
ceTeBol 0€30MMaCHOCTH, ¥ KaK OHU MOTYT ObITh 3allUII[eHbI?

81.Yro Takoe yripaB/ieHHe CeTeBOW 0e30MacHOCThI0 W Kakue 3ajauu
BKJTFOUAIOT B Cebs TIPOIiecChl yrpaB/ieHus ?

82. KakuMm o0pa3oM npuMeHeHHe TIOJUTHK 0e3011acHOCTH MOXKET YJTYUIIIUTh
ceTeBYyr0 6€30TMaCHOCTb OpraHM3aLun?

83. Uto mpezcTaB/sitoT cOOOlM aTakd Ha ypPOBHe TMPUIOXKEHUM W Kak OHHU
MOTYT OBITB TIPeIOTBpAIlleHbl B CETeBOM 6€3011aCHOCTH?

84. Kakne TeXHOJIOTUA CeTeBOM 0e30MacHOCTU  MCTIONB3YIOTCS IS
oOHapy>kKeHUs U TIpe/IOTBPall[eHHsT BpeJJOHOCHBIX TIPOTpamMmm?

85. Uto Takoe "besble CITUCKU" U ""UepHbIe CTIMCKU'" B CeTeBOM Oe301acHOCTH,
Y KaK OHY TIPUMEHSIFOTCS K YTIPAB/I€HUIO JOCTYIIOM?

[IepeueHb TUIMOBBIX MTPAKTUUECKUX 3a/laHUMN:

No
n/n

[lepeueHb TUMOBBIX NMPAKTUYECKUX 3aJ,aHUI

1. BhIroyiHUTe KOMITIEKCHBIN aHam3 MH(POPMAaIMOHHBIX YI'PO3 U COCTaBbTe PEKOMEHZAIUH TI0 3all[UTe
JUIST CJIeIVEOIIUX TIPeATIPUSITHIA:

a) monurpaduuecKoe TpeNpUsTHe ¢ [ByMs odricamu 1 ofiHOM 6a3oit

JIAHHBIX K/IHEHTOB B 00JIakKe;

0) ceTh KOMMepUECKHUX 11eHTPOB 13 20 OT/Ae/IeHUH, KOTOpbIe UMEIOT

O/IVH TJIaBHbIN 0(uC;

B) MaraswH IO Tpofake MeOenH, KOTOPBIA WMeeT AOCTYN K 0a3e AaHHBIX 3aBOfA TMPOU3BOAUTENIS
Mebenu;




T') CEPBUCHBIN IIEHTP M0 PEMOHTY MOOU/IBbHBIX Teie()OHOB.

Vcnione3ys nporpammy CheckUDisk onpegenuts VID, PID diern HakonuTesisl.

1. [Iy1st Mpou3BO/IbHOM TIpOrpaMMbl (HaripuMep nachsiHe [1ayk) pefocTaBbTe ZOCTYI K CETU C IIOMOIIBI0
OopanamMayspa Windows (cM. TeopeTHUeCKre CBe/IEHUS).

2. iporpammbl Total Commander otkpoiite opt 3128 110 TOMOIIBIO

OpaHaMayspa (CM. TeOpeTUYeCKUe CBe/IeHHs).

3. 3ampeTuTe JOCTYII K CETH UHTEPHET [I/IsI IPOU3BOILHOM TIPOTrpaMMBbl

T0 TIOMOII[bI0 OpaHAMayapa U datina hosts.

Crioco6 G/IOKUPOBKM /IOCTyMa K CETH TMporpaMMaM C TOMOIIbI0 OpaHJaMyepy yKe OIMMCaHO B
TeopeTUYeCKON YacTu paboThl. BeIToHUTE /1St

nacbsiHca KoceiHka (WM Apyrou mporpaMMel) Takve OJI0KMPOBKH.

B KOHCO/H yTIpaB/IeHHst CO3/ialiTe HOBBIH 11abI0H 6€30MacHOCTH €

nmeHeM KoHduryparius ciy>k0, B OMMCaHWM 111a0/I0HA YKa)KUTE OTNePaIl[MOHHY0 CUCTEMY, B KOTOPO
OyzieT IpUMEHEH 3TOT 111a0JI0H, ¥ COOCTBEHHYIO

hamumro.

BbImosiHuTe aHanu3 6e30MacHOCTH C TIOMOIIIBIO 1T1a0/I0HA, KOTOPBIHM OBLIM CO3/IaH paHee.

()}

[TobaBbTe MOK/IFOUEeHHBIN HAKOIUTE/Th B YePHBIN CITUCOK.

3airpynTe C TIOMOII[LI0O MAariyeckoro KBajipara ceoe @10




